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SafeNet Authentication Service
Token Validator Proxy Agent
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Description

This document answers frequently asked questions about the new version 1.02 SafeNet Authentication Service
(SAS) Token Validator Proxy Agent.

The function of the SAS Token Validator Proxy Agent is to implement proxy authentication requests from other
agents to SAS.

It has two main uses:

When working with Network Logon, without SAS Token Validator Proxy Agent you would be required to register
each workstation's IP address to SAS and have each workstation communicate directly with SAS. With SAS
Token Validator Proxy Agent, each Network Logon agent can be pointed at SAS Token Validator Proxy Agent,
and only the IP address of their SAS Token Validator Proxy Agent needs be registered with SAS.

When using SafeNet Authentication Service APl with a cloud application such as MS Azure, you cannot be
sure of the IP address of the cloud server, nor are you entitled to claim this IP address as your own. To solve
this problem, you can point your cloud application at the SAS Token Validator Proxy Agent and register your
SAS Token Validator Proxy Agent as their Auth Node.

Frequently Asked Questions

Are there any upgrade limitations?

Automatic upgrade to SAS Token Validator Proxy Agent 1.02 from earlier versions is not supported.

What must | do before installing SAS Token Validator Proxy Agent 1.02 if an earlier version is installed?
Follow the following steps:

1. Uninstall the previous version of SAS Token Validator Proxy Agent.

2. Ensure that all installed files have been removed. If not, remove them manually.

3. Install SAS Token Validator Proxy Agent 1.02.

4. Configure SAS Token Validator Proxy Agent 1.02.

How do | install SAS Token Validator Proxy Agent 1.027?

Follow the following steps:

@ NOTE: Always work in Run as administrator mode when installing, uninstalling,
enabling, or disabling the SAS Token Validator Proxy Agent.

1. Onthe SAS Token Validator Proxy Agent computer, run one of the following installation files:
o SafeNet TokenValidator Proxy x64.exe (64-bit)
o SafeNet TokenValidator Proxy.exe (32-bit)

The Welcome to the InstallShield Wizard for SafeNet Authentication Service Token Validator Proxy
window opens.
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2. Click Next to continue.

i'é‘- SafeMet Authentication Service Token¥alidator Proxy - InstallShield Wizard

ti?;;"“"“-"‘ Authentication SERVICE wWelcome to the InstallShield Wizard for
Safeiet Authentication Service
Tokenvalidator Proxy

The InstallShield(R.) Wizard will install Safelet Authentication
Service Tokenvalidator Proscy on wour computer, To conkinue,
click Mext,

WARNING: This program is prokected by copyright law and
international kreaties.

< Bach I Mext = I Caneel |

3. Onthe License Agreement window, select | accept the terms in the license agreement and click Next.

i'é'n safeMet Authentication Service Token¥alidator Proxy - Installshield Wizard

Licenze Agreement

Flease read the following license agreement carefully.

SOFTWARE LICEMSE AGREEMENT ﬂ

IMPORTAMNT - READ THESE TERMS CAREFULLY BEFORE DOWNLOADING,
INSTALLING OR USING THIS SOFTWARE. BY DOWNLOADING OR
INSTALLING THIS SOFTWARE, YOU ACKNOWLEDGE THAT YOU HAYE
READ THIS LICENSE AGREEMENT, THAT YOU UNDERSTAND IT, AND
THAT YOU AGREE TO BE BOUND BY ITS TERMS. IF YOU DO NOT AGREE
TO THE TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT, YOU
MAY NOT INSTALL OR USE THIS SOFTWARE.

1. Grant of License for Personal Use.

=l
' 1 accept the terms in the license agreement Print |

I do not accept the terms in the license agreement

Installshizld

< Back I Mext = I Cancel |
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4. On the Customer Information window, do the following:
a. Enter the User Name and Organization.
b. Select one of the following options to determine who can use the application:
e Anyone who uses this computer (all users)
e Only for me
c. Click Next.

i'é“ SafeNet Authentication Service Token¥alidator Proxry - InstallShield Wizard

Customer Information

Please enter your information.

User Mame:

Qrganization:

Install this application For:
' anyone who uses this computer (all users)
© only For me (Windows User)

Installshield

< Back I Mext = I Cancel |

5. Onthe Destination Folder window, the installation folder is displayed. To change the location, click
Change and then browse to the required location. Select the required location and click Next.

i'é'n safeMet Authentication Service Token¥alidator Proxy - Installshield Wizard

Destination Folder

Click Mext ta install ta this folder, or click Change to install to a different folder.

Install Safehet Authentication Service Tokenvalidator Proxy ta:
..—/ C:\Program Files (xS6)\CRYPTOCard Elackshisld change. .. |
1D\ TokenvalidatorProxy!,

Installshizld

< Back I Mext = I Cancel
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6. Onthe Authentication Service Setup window, enter the IP address of the SAS server and click Next.

|‘§5afcﬂcr Authentication Service TokenValidator Proxy - InstallShield Wizard

Authentication Service Selup

5
Provide connection information lof the Authentication 5 erver \

Flease enter the hostname or IP Address of your Authentication Server,
Location:

[10.6.0.99]

™ Connect using 55U (requires valid cestificate)

[ Specy faiover BlackShisid ID Authenticstion Server (cptional)

<m|m>|cm|

7. Onthe Ready to Install the Program window, click Install to begin installation.

i'é'- SafeNet Authentication Service Token¥alidator Prory - InstallShield Wizard

Ready to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installation.

IF wou want ko review or change any of your installation settings, dlick Back. Click Cancel to
exit the wizard,

Installshield

< Back I Install I Cancel |

8. When the process has been completed, the InstallShield Wizard Completed window opens. Click Finish
to exit the installation wizard.

i'é'- SafeMet Authentication Service TokenYalidator Proxy - InstallShield Wizard

@5"“”-‘" Authentication SERVICE [nstallShield Wizard Completed

The InstallShield Wizard has successfully installed Safehet

Authentication Service Tokenvalidator Prosy, Click Finish to
exit the wizard,

¥ Show the Configuration Guide

< Bach: I Finish I Cance!

Following installation, the SAS Proxy Source Server service is installed on Windows.
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Q. How do I configure SAS Token Validator Proxy Agent 1.02?

A. SAS Token Validator Proxy Agent uses an encrypted key file to communicate with the agents and the
authentication server. This ensures all authentication attempts made against the SAS Token Validator Proxy
Agent and the server are from valid recognized agents.

Follow the following steps:
1. Load the Key File.

a.
a.
b.

C.

The key file must be saved on the client computer and the SAS Token Validator Proxy Agent computer.
In SAS, select the System tab and download a key file from the Agent Settings section.

Using Windows Explorer, change your current working directory to the KeyFile directory by entering
[INSTALLDIR]\KeyFile\ in the address bar, where [INSTALLDIR] represents the installation directory
of the SAS Token Validator Proxy Agent.

Copy and paste the key file to the KeyFile directory.

2. Register the Key File.

a.
b.

C.

d.

e.

In Windows, select Start > Run.
Enter regedit and then click OK.

Expand HKEY_LOCAL_MACHINE > SOFTWARE > CRYPTOCARD > BlackShield ID >
TokenValidatorProxy.

Double-click EncryptionKeyFile.

In the text box, enter the fully qualified path to the loaded key file that was loaded above.

3. Define the main SAS Server.

Enter the path to the main SAS server in the following Registry key:

HKEY_LOCAL_MACHINE \SOFTWARE\CRYPTOCard\BlackShield
ID\TokenValidatorProxy\PrimaryServiceURL

4. Define the backup SAS Server.
Enter the path to the backup SAS server in the following Registry key:

HKEY_LOCAL_MACHINE \SOFTWARE\CRYPTOCard\BlackShield
ID\TokenValidatorProxy\OptionalSecondaryServiceURL

Product Documentation

The following documentation is associated with this release:

o SafeNet Authentication Service Token Validator Proxy Agent Configuration Guide
(PN 007-012423-001)

o SafeNet Authentication Service Token Validator Proxy Agent Customer Release Notes
(PN 007-013401-001)

We have attempted to make these documents complete, accurate, and useful, but we cannot guarantee them to be
perfect. When we discover errors or omissions, or they are brought to our attention, we endeavor to correct them in
succeeding releases of the product.
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Support Contacts

If you encounter a problem while installing, registering, or operating this product, please make sure that you have
read the documentation. If you cannot resolve the issue, contact your supplier or Gemalto Customer Support.
Gemalto Customer Support operates 24 hours a day, 7 days a week. Your level of access to this service is
governed by the support plan arrangements made between Gemalto and your organization. Please consult this
support plan for further information about your entitlements, including the hours when telephone support is
available to you.

Contact Method Contact Information

Address Gemalto, Inc.
4690 Millennium Drive
Belcamp, Maryland 21017, USA

Phone us 1-800-545-6608
International 1-410-931-7520

Technical Support | https://serviceportal.safenet-inc.com
Customer Portal

Existing customers with a Technical Support Customer Portal account can log in to
manage incidents, get the latest software upgrades, and access the Gemalto Knowledge
Base.
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