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Product Description

The function of the SafeNet Authentication Service (SAS) Token Validator Proxy Agent is to implement proxy
authentication requests from other agents to SAS.

It has two main uses:

e When working with Network Logon, without SAS Token Validator Proxy Agent you would be required to register
each workstation's IP address to SAS and have each workstation communicate directly with SAS. With SAS
Token Validator Proxy Agent, each Network Logon agent can be pointed at SAS Token Validator Proxy Agent,
and only the IP address of their SAS Token Validator Proxy Agent needs be registered with SAS.

e When using SafeNet Authentication Service API with a cloud application such as MS Azure, you cannot be
sure of the IP address of the cloud server, nor are you entitled to claim this IP address as your own. To solve
this problem, you can point your cloud application at the SAS Token Validator Proxy Agent and register your
SAS Token Validator Proxy Agent as their Auth Node.

Release Description

SAS Token Proxy Validator Agent build 1.02.526 introduces new features, resolves several issues, and enhances
security.

New Features and Enhancements

Security Enhancements

Several security issues have been resolved, including hardening of the directory permissions level.

Operating System Support

Support for Windows Server 2012 R2 has been introduced.

Advisory Notes

Upgrade Limitation

SAS Token Proxy Validator Agent 1.02 does not support upgrade from an earlier version. The previous version
must be uninstalled before installation of the new version.

For details, see “Replacing an Earlier Version of SAS Token Validator Proxy Agent” on page 3.
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Resolved Issues

Issue Synopsis
SASIL-2098 SAS Token Proxy Validator Agent 1.02 resolves a memory leak.
SASIL-1945 SAS Token Proxy Validator Agent 1.02 resolves security issues regarding access to

installation subdirectories.

SASIL-1912 SAS Token Proxy Validator Agent 1.02 supports Windows Server 2012 R2

Compatibility and Upgrade Information

System Requirements

Supported Platforms e Windows 2012 R2
e Windows 2008 SP2 and Windows 2008 R2
Supported Architecture e 32-bit
e 64-bit
Additional Software e 1IS85
Components . 1IS80
e |IS75
e [IS7.0

SafeNet Authentication Service (SAS)

SAS Token Validator Proxy Agent supports the following SAS releases:
¢ SafeNet Authentication Service Cloud Edition

e SafeNet Authentication Service PCE 3.3.2 and later

Replacing an Earlier Version of SAS Token Validator Proxy Agent

SAS Token Proxy Validator Agent 1.02 does not support upgrade from an earlier version.

@ NOTE: Always work in Run as administrator mode when installing, uninstalling,
enabling, or disabling the SAS Token Validator Proxy Agent.

To replace an earlier version of SAS Token Validator Proxy Agent:

1. Uninstall the previous version of SAS Token Validator Proxy Agent.

2. Ensure that all installed files have been removed. If not, remove them manually.
3. Install SAS Token Validator Proxy Agent 1.02.
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4. Configure SAS Token Validator Proxy Agent 1.02.

lﬁ NOTE: For details of how to install and configure SAS Token Validator Proxy
Agent 1.02, see SafeNet Authentication Service Token Validator Proxy Agent
Configuration Guide.

Product Documentation

The following documentation is associated with this release:
e SafeNet Authentication Service Token Validator Proxy Agent Configuration Guide (PN 007-012423-001)
o SafeNet Authentication Service Token Validator Proxy Agent FAQs (PN 007-013400-001)

We have attempted to make these documents complete, accurate, and useful, but we cannot guarantee them to be
perfect. When we discover errors or omissions, or they are brought to our attention, we endeavor to correct them in
succeeding releases of the product.

Support Contacts

If you encounter a problem while installing, registering, or operating this product, please make sure that you have
read the documentation. If you cannot resolve the issue, contact your supplier or Gemalto Customer Support.
Gemalto Customer Support operates 24 hours a day, 7 days a week. Your level of access to this service is
governed by the support plan arrangements made between Gemalto and your organization. Please consult this
support plan for further information about your entitlements, including the hours when telephone support is
available to you.

Contact Method Contact Information

Address Gemalto, Inc.
4690 Millennium Drive
Belcamp, Maryland 21017, USA

Phone us 1-800-545-6608
International 1-410-931-7520

Technical Support | https://serviceportal.safenet-inc.com
Customer Portal

Existing customers with a Technical Support Customer Portal account can log in to
manage incidents, get the latest software upgrades, and access the Gemalto Knowledge
Base.
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